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Visual Compliance Guidelines 
 
Visual Compliance is an online database used to screen external organizations and individuals. Visual 
Compliance is used to perform *Restricted Party Screenings (RPS) to ensure we are not interacting with 
restricted, denied, or debarred parties in violation of United States law. Without proper authorization 
such as an export license, the government prohibits U.S. individuals and organizations from 
collaborating with or providing materials, services, and financial support to these restricted parties. 
Various agencies within the U.S. Government maintain lists of restricted parties that include both 
foreign and domestic individuals as well as organizations. These lists are updated daily, so a valuable 
feature of Visual Compliance is their “Dynamic Screening” which continually rescreens all previous 
screenings against these updated lists. It is important to keep in mind that these restricted parties may 
also include universities and other research institutions. If a previously screened entity later becomes 
restricted, please reach out to Export Control.  
 
If you are uncertain about your screening process or results, please contact export.control@asu.edu.  
 
*Restricted Party: a party with whom trade or business is restricted. These restrictions can be partial – in 
other words, specifically preventing transactions and trade of certain specific goods or technologies with 
them – or total, meaning no business is allowed to be conducted with them (source). 
 
When to use Visual Compliance: 

• New international collaborators 
• International visiting scholars and researchers 
• Foreign universities and research institutions 
• Foreign vendors and contractors 
• Foreign subrecipients on sponsored projects 
• Foreign conference hosts or organizers 
• International shipping recipients 
• International students or postdocs (if applicable under ASU policy) 
• Financial transactions involving foreign entities  
• Joint research projects with foreign individuals or entities 
• Data sharing with foreign individuals or entities 
• Sponsored research with foreign individuals or entities 
• International equipment transfers / material transfer agreements (MTAs) 
• Laboratory access given to foreign individuals or entities 

 
 
 
 

 

 

https://www.visualcompliance.com/index.html
https://www.visualcompliance.com/
https://www.visualcompliance.com/
mailto:export.cotrol@asu.edu
https://www.descartes.com/resources/knowledge-center/what-is-denied-party-screening
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Best Practices for Screening 
Always add all the information you have (street address, City, and Country). The more information you 
provide, the better chance of eliminating incorrect matches. By including the country in all your 
searches, you will be alerted to any country restrictions in your search results, and this can be a game-
changer. The entity you’re screening might be clear of any sanctions, however, they could be based out 
of a country that you cannot do business with. The country alert is another method to help you stay 
compliant and it can bring to your attention risk factors that you were previously unaware of.  
 

1. Log in to Visual Compliance. 
2. Select “Restricted Party Screening.” 

 

 

3. For the Visual Compliance search, apply the following filters: 

a.   Fuzzy Level – 2 
b.   Check “Remove business words” 
c.    Check "Field specific” 
d.   Include any information that you may have, in addition to the company name (i.e., 
institution’s address, city, and country) 

 

https://www.visualcompliance.com/index.html
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Interpreting Results 
You will either receive a “no matching records found” result or you will get matching records (usually 
highlighted, but not always). It’s important to note that a result with matching records does not always 
mean that these records apply to your entry. Check the results to see if they apply to your entry (e.g., 
correct location, complete and accurate name and organization, etc.).  
 

Example: No matching records found 
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Example: Matching records that do not apply to entry
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Example: Matching records that do apply to entry 

 
 
Click on the link in the Reference column for details on the alert. The Source states which Authority lists 
this entity.  
 

 
Please retain documentation of all screenings in a project file for a minimum period of five (5) 
years.   
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There are two (2) different methods to save the results: 
   
1. Once the screening results appear, click on the “PDF” button (see arrow) on the bottom left of the 
screen to save a PDF copy to your file.   
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2. Email the results to your ASU address.  Click on “E-Mail These Results” and follow the prompts.  An 
email will be sent to your ASU email address which can then be saved in an appropriate file.   
 

 
 

 
 



 

 

Knowledge Enterprise   Office of Research Compliance 
Skysong Building 1 
1475 N. Scottsdale Road, Suite 200 
Scottsdale, AZ 85257 
https://researchcompliance.asu.edu 

After screening, please contact export.control@asu.edu if: 
• Your results indicate that the entry appears on one or more of the listed Authorities below. 
• A country alert involves a sanctioned country. 
• The intended activity involves international exports, technology transfer, research collaboration, 

or funding. 
• You cannot determine whether a result is a true match (please see Interpreting Results section 

and Common Issues section first). 
 
Common Screening Mistakes: 

• Only inputting the organization name while omitting country and city information. 
• Ignoring aliases or alternate spellings. 
• Assuming a match is automatically prohibited. 
• Assuming a country alert automatically prohibits all activity. 
• Proceeding with an activity before resolving a potential match. 
• Screening only once without regular re-screening to see if the entity has changed status 

 
Authorities  

The following 11 Authorities are the most important sources to look out for when interpreting results. 
The first name for each entry shows what you will see in Visual Compliance, and the italicized entry is a 
shorter or more common name for the Authority.  

1. US - DOD, Counter Unwanted Foreign Influence on DOD-Funded Research at Inst. of Higher 
Education → DoW 1286 List (Section 1286 NDAA FY2019) 

2. US - DoD, Department of Defense Military List → DoW 1260H / 1260H CMC List 
3. Specially Designated Nationals and Blocked Persons [OFAC] → OFAC SDN List 
4. US - OFAC, Non-SDN Chinese Military-Industrial Complex Companies List → OFAC Non-SDN 

Chinese Military-Industrial Complex Companies List 
5. Entity List [BIS] → BIS Entity List 
6. US - Military End User (MEU) List → BIS Military End-User List 
7. Denied Persons List [BIS] → BIS Denied Persons List 
8. AECA Debarred Parties [DDTC] → DDTC Debarred Parties List 
9. ZTE Corporation Huawei Technologies Company Affiliation Compilation → FCC Covered List 

(partial/approximate equivalent only) 
10. US - DHS, Uyghur Forced Labor Prevention Act (Entity List) → DHS Uyghur Forced Labor 

Prevention Act Entity List 
11. US - OFAC, Non-SDN Chinese Military-Industrial Complex Companies List → EO 14032 Annex 

(“Addressing the Threat from Securities Investments That Finance Certain Companies of the 
People’s Republic of China”) 

 

 
 
 

mailto:export.control@asu.edu
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Country Alerts – Country alerts will always appear for certain countries regardless of the entry 
details. These alerts only pertain to the country. Visual Compliance scans the country name supplied for 
existing risk alerts on account of sanctions, embargoes, prohibitions, and other conditions. They do not 
pertain to the entry Name or Company. ASU is only concerned with country alerts with U.S. jurisdiction.  
 
Country alerts do not automatically prohibit all activities. However, they indicate that additional export 
control review may be required before engaging in certain transactions, collaborations, shipments, or 
technology transfers. 
 

 
Common country alerts and what they mean 

• Restricted as an export destination under *EAR Part 736 General Prohibition Three (Foreign-
produced direct product re-exports) for ECCN 0A919 and 9x515 or "600 series" items in the 
Commerce Control List. 

o The alert is saying that this country is restricted for certain sensitive items, specifically: 
• ECCN 0A919: foreign-produced military items  
• “600 series” and 9x515 items: mostly military and aerospace items 

• Prohibited as an export destination for defense articles and defense services under the *ITAR 
(126.1) including denial policy and U.S. Arms Embargo countries. 

o The alert is saying that this country is subject to strict U.S. arms embargo restrictions 
under ITAR §126.1.  

o In most cases, exports of defense articles, defense services, and related technical data 
are prohibited or subject to a policy of denial. This generally applies to military 
equipment, weapons, defense technology, and related support services. 

• Restricted as an export destination under the Department of State U.S. Arms Embargoes. 
o The alert is saying that the U.S. Department of State has imposed arms embargo 

restrictions on this country. Exports or transfers of defense-related items, military 

https://www.bis.gov/regulations/ear
https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=24d528fddbfc930044f9ff621f961987
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equipment, or security assistance may be prohibited, heavily restricted, or reviewed 
under a presumption of denial. 

• Subject to Military End Use (MEU) or Military Intelligence End Use (MIEU) and end user controls 
pursuant to parts § 744.21 and § 744.22 of the Export Administration Regulations (EAR). 

o The alert is saying that exports to this country are subject to additional EAR restrictions 
when items may support military end use, military end users, or military intelligence 
activities. Certain exports, reexports, or transfers of dual-use items may require a 
license or may be prohibited if connected to military or intelligence organizations. 

• Subject to military end-user and/or end-use based control policy for specified *ECCN dual-use 
items under EAR Part 744 or related policy, or policy of denial for *CCL items that contribute to 
military capabilities. 

o The alert is saying that exports of certain controlled dual-use items listed on the 
Commerce Control List (CCL) are restricted because they could contribute to the 
country’s military capabilities. Depending on the ECCN classification and intended end 
use or end user, a license may be required and applications may be reviewed under a 
policy of denial. 

*EAR: The Export Administration Regulations (EAR) (15 CFR Parts 730–774) are a set of United States 
government guidelines that control the export, re-export, and transfer of commercial and "dual-use" 
items (items with both civilian and military applications)  

*ITAR: ITAR stands for the International Traffic in Arms Regulations. It is a set of U.S. government 
regulations administered by the Department of State's Directorate of Defense Trade Controls (DDTC) that 
controls the manufacture, export, and import of defense-related articles, services, and technical data.  

*ECCN: An ECCN (Export Control Classification Number) is a five-character alpha-numeric code used by 
the U.S. Department of Commerce to classify and control the export of dual-use commodities, software, 
and technology  

*CCL: The Bureau of Industry and Security (BIS) maintains the Commerce Control List that includes 
"items"—i.e., "commodities," "software," and "technology"—subject to the authority of BIS. The CCL 
does not include items exclusively controlled for export by another department or agency of the U.S. 
Government, though in instances where other agencies administer controls over related items, entries in 
the CCL may contain a reference to such controls. In addition, those items "subject to the EAR" but not 
identified on the CCL are identified by the designator "EAR99." See § 734.2(a) of the EAR for items that 
are "subject to the EAR." EAR Part 738 contains an explanation of the organization of the CCL and its 
relationship to the Country Chart. 

https://www.bis.gov/licensing/classify-your-item
https://www.bis.gov/regulations/ear/774#supplement-1-774
https://www.bis.gov/regulations/ear
https://www.pmddtc.state.gov/ddtc_public?id=ddtc_kb_article_page&sys_id=24d528fddbfc930044f9ff621f961987
https://www.bis.gov/licensing/classify-your-item
https://www.bis.gov/regulations/ear/774#supplement-1-774

